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Cybersecurity and privacy

assessment guidelines

The CSGdefines guidelines and recommendations for
improving cybersecurity towards inclusion in the
development of digital mobility and delivery services
They help the integration of cybersecurity and data
protection during the design or re-design phase of a
digital service, providing guidance to professionals and
practitioners in different phasesof the developmentand
operation of digital mobility and delivery services
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How to navigate the tool?

Tips and tricks

Slides Toolbox
index webpage

Dynamic
navigation

index Full Moveback
- screen and forth INDEX PAGE
¢ K mode — s @



https://www.indimoproject.eu/indimo-digital-mobility-toolbox/

How to navigate the tool?

Choose your navigation style

é DEEF-DIVE

0 click on the links provided in each slide to
opencontents contextually
REAL-ON 0 readthoroughly the slides and download all
templates in a compressedfile at the end
=, SPEEI-UF 0 fast-read and skip slides or jump to the

- final slide wheneveryouwant

ERE @)

6


https://www.indimoproject.eu/indimo-digital-mobility-toolbox/

1. What is the CSG*

The CSG ambition and challenge

INDIMO

INCLUSIVE DIGI

The Cybersecurityand privacy assessmengguidelines (CSG)are part of
the INDIMO Inclusive Digital Mobility Toolbox

The CSG defines guidelines and recommendations for improving
cybersecurity towards inclusion in the developmentof digital mobility

and delivery services Theyhelp the integration of cybersecurity and INDIMO  Inclusive Digital

. . . . .. Mobility Solutions project

data protection during the design or re-design phase of a digital has received funding from
. .. . . . ) the European Voj po

service, providing guidance to professionals and practitioners in Horizon 2020 research and

; i L . innovation programme

different phasesof the developmentand operation of digital mobility under grant agreement No.

anddelivery services
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Variable | Informatio | Care | No | Information | Ethically
. bout bout ' disel to | about risk: dat;
1 . Wh at IS th e C S G ’A) indicator of | :fad:t:l = | :r':t:cy tl:?:du:::;e: SOEEE | s:a:ing
! Trustfulness | | |

Trust | i
Key features of the CSG bivacy v I v

Perceived : v v T v

security |

"Table 1. Variables and indicators covered by Baseline ;uwey questions

Respondents had to state their level of ag or disag with the 1ts
indicating a value on a 6-grade Likert scale. Figure 2 provides a description of the scale
used, from 1 (strongly disagree) to 6 (strongly agree).

BN - |-
TheCybersecurityand privacy assessmenguidelines: — e By o

Figure 2_ The Likert scale used in the Baseline survey to assess each statement proposed.

1. Help investigate ethics, data protection and cybersecurity issues in inclusive digital
mobility solutions derivedfrom privacy designprinciples and human-factors principles.

2.  Supply guidelines for designing user friendly data protection and cybersecurity
proceduresfor digital applications and services

3. Define a more inclusive cybersecurity risk assessmentframework basedon ISC27001
for digital mobility andlogistics services

4. Provide recommendations to improve the accessibility of data protection and
cybersecurity through the INDIMOToolbox

b,

Download the full

Click to download the 9
CSG pdf file

extendeddocument

INCLUSIVE DIGITAL MOBILITY SOLUTIONS

INDIMO Inclusive Digital
Mobility Solutions project
has received funding from
the European Voj po
Horizon 2020 research and
innovation programme
under grant agreement No.
875533
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https://www.indimoproject.eu/wp-content/uploads/2022/07/INDIMO-TOOLBOX-CSG-Guidelines-for-cybersecurity-and-personal-data-protection.pdf

1. What is the CSG?

: :
From cocreation to recommendations

The INDIMO Toolbox provides a user-centric design approach and a set of
recommendations basedon the empirical research carried out in the Communities of
Practice (CoPs)and the Co-creation community (CCC),also drawing from literature
review and deskresearch

In the following sections you can read more about the CSG methodological process, the results and find

the other downloadable templates and documents. e
INDIMO Inclusive Digital

Mobility Solutions project
has received funding from
the European Voj po
Horizon 2020 research and
innovation programme
under grant agreement No.
875533

D

&
Click on one of the CSG recommendations

links to visit the

online interactive 9 9

recon?mendatlons All recommendations
repository

ERE @)
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https://www.indimoproject.eu/indimo-digital-mobility-toolbox/
https://spet.indimoproject.eu/recommendations/?s=&t=&c=&ts=&su=&v=&d=70&a=
https://spet.indimoproject.eu/recommendations/

2. Why do | need the CSG?

Find yourself!

|, NGO or association representing
i—lgi’ people with special needs and/or

impairments
You know the needs of the people you represent, but you
face difficulties in expressing this expectation to other
professionals
The CSC will help you provide cybersecurity related
recommendations to increase data privacy inclusivity .

Developers, UX/UI and

graphic designers

While developinga digital mobility or digital delivery system
(DMS/DDS) you try to do it for the widest audience as
possibleand be able to adaptit to emerging needs

The CSC will help you focus on cybersecurity and privacy
issues in order to implement a more inclusive
cybersecurity.

= h
==

Mobility/delivery service providers

Youwant to be sure your service can be used by everyoneand be
asinclusive as possible to increaseyour customer base

The CSCwill help you asses: possible cybersecurity and privacy
risks and provide guidelines to implement inclusive
cybersecurity.

)| Policymakers

As you are in charge of promoting accessibility, you either
elaborate, deploy or execute policies, or you shape laws and
regulation that directly affect mobility and delivery services
The CSC allows you identify essential privacy and
cybersecurity issues and requirements for all users.

INCLUSIVE DIGITAL MOBILITY SOLUTIONS

INDIMO Inclusive Digital
Mobility Solutions project
has received funding from

the European Voj po
Horizon 2020 research and
innovation programme
under grant agreement No.
875533
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3. How can | use the CSG?? INDIMO

The CSG objectives

You can use the CSG to achieve the following objectives:

0 Apply theinclusive risk assessment methodologyto evaluate risks related to security
information and privacy of digital mobility and delivery services.

0 Use theCSG recommendationgor improving the accessibility of cybersecurity and
data privacy of digital mobility and delivery services.

Navigatethe CSGo analyse,developor redesigna servicein two ways.

INDIMO Inclusive Digital
Mobility Solutions project

@ SPEEI-UP | Identify and apply the 583 (e Wit e

DEEF-DIVE| Discoverand apply the
2-step CSGmethodology to evaluate -,
the accessibility and inclusiveness for the inclusive design of visual 875533
of a service cybersecurity and data icons and user interface of a new or
privacy policy. existing service

the European Voj po
. . Hori 2020 h and
appropriate CSGrecommendations innovation  programme
under grant agreement No.

-’

&

Continue navigation Click here é CSG recommendation
to DEERDIVE ¢ to skip slides
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https://spet.indimoproject.eu/recommendations/?s=&t=&c=&ts=&su=&v=&d=70&a=

3. How can | use the CSG?

The 2 steps CSG risk assessment methodology

This methodology can be
applied to various stages
of the service design
process to evaluate
cybersecurity and data
privacy risks, and to
identify possible
mitigation strategies to
reducethem.

We suggest a
two steps approach:

STEP 1

Document
analysis and
review of actual
situation.

STEP 2

Semkstructured
interview and
risks assessment

INCLUSIVE DIGITAL MOBILITY SOLUTIONS

INDIMO Inclusive Digital
Mobility Solutions project
has received funding from
the European Voj po
Horizon 2020 research and
innovation programme
under grant agreement No.
875533
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3. How can | use the CSG?

STEP T Document analysis and review of actual situation

To start the risk assessment process it is necessary to have a good
overview of the actual situation. To do sajrafting a secondary data
collection report is a good way to start the analysis and clarify the
current cybersecurity scenario.

Documents and relevant material to be collected should consider:

0 The IT architecture of the system.

0 Data and risk management plans. - LR S —
0 Enforced regulatory frameworks. | M i tonine o
0 Cybersecurity strategies already in place. Horizom 2080, doseatehant -
0 All the relevant documentation that could be used to E‘n”é.’,:f S?Qm agr:(;(r)r?(;:{n No.

contextually describe the cybersecurity stateof-play in the 815533

organisation.

ERE @)
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3. How can | use the CSG?

STEP 2 Semistructured interviews and risk assessment

The CSGrisk assessmentquestionnaire shall be administered by a team

composedof developersand at least one information security referee. The
sameteam should follow -up with semi-structured interview sessionswith end 4

users

The semistructured interviews are performed to assess.

O¢ O¢ O¢ O¢ O¢ Ox

A final report of the risk assessment and of the interviews summarises the
outcomes and the main risks identified in order to implement mitigations.

Managerial processes to plan and improve cybersecurity.

Third parties involved and main data exchange.

Risk assessment measured as impact and likelihood.

Threats involving vulnerable users.
Protective measures in place.
Efficiency / effectiveness KPIs.

Very
low

Likelihood

Low

INCLUSIVE DIGITAL MOBILITY SOLUTIONS

Mode
rate

- [

High Very

High

6 10 : -
INDIMO Inclusive Digital
Mobility Solutions project
5 has received funding from

the European Voj po
Horizon 2020 research and

Severity

v

innovation programme
under grant agreement No.

o 875533
Likelihood = moderate 3

Severity = high 4
Risk score = 3x4
Risk = High

Download risk

assessment questionnaire

ERE @)
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https://www.indimoproject.eu/wp-content/uploads/2022/07/INDIMO-TOOLBOX-CSG-Risk-Assessment-Questionnaire.docx

4. What is the science behind the CSG?

€ and why is it essential?

Digital technologies pose new challenges for cybersecurity and privacy that
needto befully addressed,especially from the accessibility point of view.

In fact, such challenges are even more critical when end users with some
degree of impairment are often experiencing barriers due to poor
accessibility of services Due to the lack of technical skills, impairments or
language limitations, many users are more at risk of cyber attacks (G
Sonowalet. al., 2017) and less aware of disclosing private information than

others.

Since most people use digital services on a regular basis, the Universal
Design of all data-sensitive features could prevent users from fearing
identity theft or cyber attacks (e.g. phishing).

INCLUSIVE DIGITAL MOBILITY SOLUTIONS

INDIMO Inclusive Digital
Mobility Solutions project
has received funding from
the European Voj po
Horizon 2020 research and

innovation programme
under grant agreement No.
875533

ERE @)
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4. What is the science behind the CSG?

The Human Factors and the risk mitigation

INDIMO

INCLUSIVE DIGI

The Human Factor approach is essential for a truthfully effective security,
also considering that successful attacks are a consequence of multiple
factors, not only technological, but also related to culture, policies and
practices of an organisation (Besnardand Arief, 2004).

The human contribution has been defined as N u ififst line of e f gf od f n

(Parsonset al. 2017) against security threats, highlighting how a consistent ' INDIMO  Inclusive Digital

. . . . . Mobility Solutions project
approach considering the role of people in any cybersecurity scenario has received funding from
. e uropean ojpo
improves the responseand preparednessto attacks. Horizon 2020 research and

innovation programme
under grant agreement No.

875533

Specific non-technical risk prevention countermeasures shall back-up the
recommendedtechnological protective measures

ERE @)
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4. What is the science behind the CSG~

User-centred risk prevention

Non-technical risk prevention countermeasures to back-up technological
protective measures(Pollini, 2021), start with:

1. Adopting user-centred design approach to promote and implement
realistically applicable rules and practices.

2. Improving the usability of tools supporting specific needs and
ensuring that compliance with security restrictions does not
jeopardize the user experienceand navigation.

3. Defining security policies and customised training programs fitting
the knowledge and skills of the employeesand targeted to specific
information security areas (e.g. different trainings for IT people and
non-1T people).

INDIMO

INCLUSIVE DIGI

INDIMO Inclusive Digital
Mobility Solutions project
has received funding from
the European Voj po
Horizon 2020 research and

innovation programme
under grant agreement No.
875533
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4. What is the science behind the CSG? % \NDIMO

Privacy by design

} Qs j yted z | i addncept defined to addressthe systemic effect of the
emerging pervasive Information and Communication technologies (ICT), making
visible how the consideration of privacy should become a default mode of
operation for organisations. In the literature there are sevenmain foundational
principles defined (Cavoukian2011):

0 Proactive not reactive.

0 Preventative not remedial.

0 Privacy as default setting. -
INDIMO Inclusive Digital
Mobility Solutions project
has received funding from

~ H H P the European Voj po

0  Privacy embedded into design. Horizon 2020 research and

6  Full functionality I' Positive-sum, not zeresum. e )

7 o (D 2 g 875533

0 Endto-end security Full lifecycle protection.

0 Visibility and transparency Keep it open.

0 Respect for user privacly Keep it usercentric.

ERE @)
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4. Conclusions - Ersres
Makeit easy,but e p adkeit easy

Main CSG question: How can privacy and
cybersecurity issues be accessible by design in the
context of digital mobility and delivery services?

Key recommendation: data privacy and cybersecurity
aspects are by definition complex and detailed.

Nevertheless,the level of overall safety and security 'aon'I““ﬂt(; Jnelusive Erigjiteac't

canonly beincreasedif end userstruly understandit. o fe‘gvrggeg‘:dmg ;“J?’“p .

Ask end users advice, learn from best practices: e
o - d t t No.

collect feedback In simple wordsé gseag e

Makeit easy,but e p otdkelit easy!

See some recommendations
examples ¢ INDEX PAGE @
19
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